Microsoft MFA - Enrolling in Microsoft Multi-Factor
Authentication (Student MFA)
Multi-factor authentication or MFA is an extra layer of security for your NWTC account. MFA
verifies your identity by asking you for a second factor to prove you are who you say you are. It
uses two different forms of identity: your password, and a contact method (also known as
security information). Even if someone else finds your password, they will be stopped if they do
not have access to your security information. This is also why it is important to use different
passwords for all your accounts. NWTC has chosen the Microsoft Authenticator app, please
review the following link for more information about how it works here.
Please view the following video before enrolling in Microsoft Authenticator. For assistance
with setting up multi-factor authentication call the Student Helpdesk at 920-498-6900.

Enrolling in Microsoft Multi-Factor Authentication using the Microsoft
Authenticator App:
1. Install the Microsoft Authenticator app for your smart device. Details on how to install
the app are here.
2. When logging in to your NWTC Microsoft account you will see the following prompt to
enroll in Microsoft MFA:

3. Click Next and be prompted to provide an additional security verification.
4. In the drop-down menu select Mobile app.
5. Then select the radio button to Receive notifications for verification.

6. Click Set up.
7. The configure mobile app screen will appear. When ready, use your smart device to scan
the QR code in the prompt and click Next.

8. The system will then run a test of your authenticator app. Respond to the notification on
your smart device.
9. After the test is successful, you will be prompted to provide a backup method in the form
of a phone number. Please enter this number in a dash format. Example: 123-456-7890.
You are encouraged to add your mobile device phone number to act as a backup if you
are unable to access or use the Microsoft Authenticator app for any reason. Additionally,
you could provide a phone number to a different device, or landline as a backup if your
phone is lost or stolen. Alternatively, it can be skipped by selecting Done. After
completing enrollment, you can add or change security information at
https://mysignins.microsoft.com/security-info.

Enrolling in Microsoft Multi-Factor Authentication using Phone Call/SMS
texting:
1. When logging into your NWTC Microsoft account you will see the following prompt to
enroll in Microsoft MFA:

2.
3.
4.
5.

Click Next and be prompted to provide an additional security verification.
In the drop-down menu select Authentication phone.
Enter your phone number in dash format. Example: 123-456-7890.
Select the send me a code by text message radio button to authenticate via text message
or select the Call me radio button to receive a phone call to authenticate.

6. Select Next.

7. You will be prompted to input the verification code from the text message sent to your
phone. If you choose the Call method, you will receive a phone call from Microsoft.

8. Select Verify.
9. After the test is successful, you are encouraged to add another phone number to act as a
backup if you are unable to access or use the mobile phone listed for any reason. After
completing enrollment, you can add a phone, security key, or change security information
at https://mysignins.microsoft.com/security-info.

Help with Multifactor Authentication:
•
•
•
•
•

Instructions to enroll a new or replacement phone with Microsoft Authenticator: How to
setup authenticator on a new phone
Common troubleshooting tips for Microsoft Authenticator App: Common problems with
two verification and your work or school account.
To change provided Microsoft security information or add backup authentication
methods for your NWTC account log in to your security options page.
If you feel you do not have the technology to successfully enroll, please call the NWTC
Student Help Desk at 920-498-6900 for support.
If you have lost your device, left it at home, or are experiencing difficulties authenticating
please call the NWTC Student Help Desk at 920-498-6900 for support.

